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By Chris Mark



any people tend to

abide by a very binary,
traditional (and ourdated) Western view
of war and warfare, which has historically
been defined by direct, kinetic actions.
many “experts’ are resistant to the notion
that the United States is engaged in a war
with its adversaries despite the fact that
other countries and non-state belligerents

have stated the}' are waging war against
the United States and its allies.

‘A single rumor or scandal that results in
fluctuation in the enemy country’s exchange
rates... can be included in the ranks of new
concept weapons. " —Unrestricted Warfare

On September 6, 2007, a suspected
Syrian nuclear facility being built
by North Koreans was bombed and
destroyed by Israeli F-15s. While the
story was disputed by Syria and North
Korea, the United States took the unusual

step of releasing clandestine video of the

facility that left liccle doubr as ro the
nature of the construction. To many,

this is simply another banal act in a long
line of bombings, invasions, and military
activities by adversaries. Looking more
closely, however, it is more profound. As
can be expected of any country building a
nuclear facility in violation of the United
Nation’s Non Proliferation Pact, Syria
had invested significantly (billions of US
dollars) in advanced Russian air defense
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systems. How then did Isracl manage
to circumvent these defense systems?
According to Richard Clarke: “What
appeared on the radar screen is what
the Israelis had put there, an image of
nothing.”

There are three |\rL‘\';|i|ing theories as to
how the mission was accomplished: The
first is that electronic jamming systems
were used to inject malicious code in
the radar receivers in much the same
way a virus or worm is installed on a
computer over lht' illtt‘rl‘tt'[. g |lt' wL'nnd
theory is that the Russian computer
code used in the radar facilities had been

compromised and a “backdoor” inserted

into the code, allowing agents to remorely

control the radar system. "The final option
was that the fiber optic cable used to
transmit information had been tapped

« and malicious instructions inserted into
communications.

Regardless of the method, the Syrians

were unable o identity the planes as
they were approaching the facility for a

bombing run.” This was neither the first
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nor I;l.\l time L'_\'l'lcl'.llt'.l(ks wWere llxcd in
furtherance of military objectives:

* [n 2004, before the invasion of Iraq,
hackers reportedly penetrated the secure,
“closed |mlpu pri\’.ll(' I'u.'lwm'k n|'l}lc Irdqi
army. Iraqi ofhicers received emails on the
Defense Ministry Email System warning
of the impending attack and providing
directions for surrendering. Many lraqi
nH_IL't.'I's |tt'cdcd [}l(' \-'\-".Irlling .'lnd lined
their tanks up in anticipation of the
Allied invasion.”

* [n 2006, several months afrer
attempting to hack the Bureau of
Industry and Security (BIS), hackers
.‘\Lll.'u.'s.‘-!‘u”)' penetrated US Naval
War College systems. The artack was
traced back to China and was the third
identified attack by the Chinese against
DOD systems in 2006."

* In 2008, Russia invaded the Republic
of € ieorgia over a dispuic in two Ossetion
territories. Betore the invasion, the
( ;L‘(lrgi;lll gn\'t.‘l’lll'llt‘llll\ websites were
attacked with Distributed Denial of

Service Attacks (DDOS) and defacements

Yanta: LIS o TIRENT

in which the Georgian leader was
port r;t}'cd as ,‘\dn“' Hitler.

* On April 21, 2009, the US
Department of Defense acknowledged
that 1.5 terabytes of data on the F35
Joint Strike l"iglilcl' had been stolen
by Chinese hackers. The theft of this
data represented over $300 billion in
research and development operations. As
an advanced fightcr has little use in the
civilian market, this is a clear example
of military technology being stolen to
advance the interests of a Ii:r-.-ign nation.”

On December 4, 2011, an American
RQ-170 Sentinel unmanned aerial
vehicle (UAV) was captured near the city
of Kashmar in northeastern Iran. The
[ranian government announced thart the
UAV was brought down by a cyberwar
unit that commandecred the aircraft and
l.lIldL’d it.

In 2012, US Narural Gas Pipeline
companics have been hit with continual
cyberattacks widely atrribured to the same
Chinese hackers that were responsible for

the compromise of RSA."



lo understand the signihcance ol
these attacks and why they represent
acts of war, it is important to have a
W ul'kill:_: dehinition of the concepts ol war,
cyberwar, and cyberspace.

According to Prussian nliiil.lry
strategist Carl von Clausewitz, war:

“is nothing but a duel on an extensive
scale. .. we shall do so best fi_]' supposing
to ourselves two wrestlers, Fach strives by
physical force to compel the other to submit
to his will... War therefare is an act of
."irh"t'm vlod (!Hr)“-"t! our rJ'/J‘{NJHl‘iH o _ﬁn’f:—.‘"f
our will"™"

From the early 20" century, wars have
been fought in the three primary domains
of land, sca, and air. In 1957, the Unired
States added a fourth warhighting
tiulll.till—sp;u et H'\' 2007, \'}'|1L'I‘h{3.lL ¢
was officially recognized by the US Air

Force as a warhghring domain. ‘This hith

domain is of particular interest.'” Within
the first four domains, von Clausewitz's
definition of war was widui_v rcg;mlcd as
appropriate, as violence can be applicd
quite effectively to force an opponent to
“submit.” With the recognition of more
domains, however, it is necessary o refine
the definition of war. It is also necessary
LO ktlnw't.‘dg!: that nation states are not
the only practitioners of warfare.

'l'|1cr-.- are two L'()””Inl)nll\' tl!'ldl.'rhltltlLI
applications for the concepr of cyberwar.
First is to make a conventional artack
easier by disabling the enemy’s defenses.
“The second use of cyberwar is to send
prnp;lg;lml.l o Lit‘lnnr;llin' lflt‘ \'Il\'tll_\'.' z

In 2008, Homeland Security
Presidential Directive 23, "Cyber Sccurity
[’l!lit"\'“ wals ﬂigl‘lt.'d |1_\-‘ President (;L'ul'gv
W. Bush. The directive defined cyberspace

s

' INSTANTLY MAP YOUR

TACTICAL TEAM

'AND SHARE LIVE VIDEO

AND INFORMATION

{ GPS track, map and connect

tactical teams, snipers,
robots, and surveillance
devices. Share live video,

photos, and text on iPads/

iPhones and laptops.

Want to see what your
sniper sees?

36 The Counter Terrorist - February/ NMar

Suspect photo? {

Jaohn Jones

Actual screen shots

CommandLink Overwatch. A powerful,
affordable tactical management system.
¢ All iDevices/robots appear as map icons
¢ Click teammember icon to access data

+ Receive live video from robots or cams

# Push text, pics, unlimited notes to users
& Drop or set placemark pins

+ Military encryption

Circle 307 on Reader Service Card

“Ihe interdependent network of
information technology infrastructures, and
includes the hiternet, telecommunications
networks, computer systems, and embedded
processors and controllers in eritical
industries. ™

Interestingly, it is difficult o find
an official definition of “cyberwar.”
According to Richard Clarke,
“cyberwarfare” is defined as “actions by a
nation-state to penetrate another nation’s
computers or networks for the purposes
of causing damage or disruption. ™ "This
dehnition harkens back to von Clausewitz
and is not consistent with how adversaries
view cyberwar. As Schneier said, “The
|1i3_'\i.{csl problems in discussing cyberwar

are the dehinitions, ”

“THE WAR GOD’S
F
A S o
— UNRESTRICTED WARFARE

I'o highlight the differing views of
war and warfare, one need only to look
to China. China, as an acknowledged
Western adversary, has been on the
forcfront of cyber-espionage efforts
against the West and has embraced an
evolving concepr of war since the late
1980s. In 1988, China's information
warfare theorist, Dr. Shen Weiguang,
pu.\ilt‘d that:

“Virus-infected microchips can be
put in weapon systems,” or “An arms
i acturer can be asked to write a virus
inte software, or a biological weapon can
be embedded into the computer system
of an encmy nation and then activated
as needed. .. Preparation for a military
invasion can include hiding self-destructing
micrachips in systems designed for export.”

[r. Shen recognized that these tactics,

it carried out \)‘h[t'lll.ltiu‘;l||}-‘. could have




38

..."destroy the
enemy’s political,
economic, and
military information
infrastructures, and,
perhaps, even

the information
infrastructure for all of
society.”
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profound strategic implications. They
could, according to Shen, “destroy the
enemy’s political, cconomic, and military
information infrastructures, and, perhaps,
even the information infrastructure for
all of society. " Shen believed this would
allow China to achieve the greatest
military objective. To “destroy the
enemy’s will to launch a war or wage a

war. "

Advancing this theory, in 1995, Major

General Wang Pufeng, former Director of
the Strategy Department of the Academy
of Military Sciences, wrote:

“In the near future, information warfire
will control the form and the future of war.
We recognize this developmental trend of
information warfare and see it as a driving

ﬁJJ‘ﬂ' in the modernization :{f "China'’s
military and combat readiness.”*

Adding to Dr. Shen and General
Wang's positions, the Chinese
government sponsored research by
People’s Liberation Army (PLA) Colonels
Qiao Liang and Wang Xiangsui. In the
seminal 1999 work titled Unrestricted
Wierfare the authors succinetly state
China’s evolving definition of war when
they say:

“If we acknowledge that the new
principles of war are no longer ‘using armed

force to compel the enemy to submit to
one’s will,” but rather ave ‘wsing all means
including armed foree and non-armed force,
military and non-military. lethal and non-
lethal means to compel the enemy to acceps
ones interests.”™"

A more evolved definition of cyber
weapons may also be'seen in Unrestricted
Warfare.

“As we see it, a single man-made stock-
market crash, a single computer virus
invasion, or a single rumor or scandal
that results in a fluctwation in the eneny
countrys exchange rates or exposes the

leaders of an enemy country on the Interner,

all can be included in the ranks of new-
concept weapons.™

By 1999, the Chinese had already
adopted a theory of warfare that
embraced means of “compelling the
enemy to accept one’s interests.” In short,
China has redefined the concepr of war
and warfare to include what they call
“semi-warfare, quasi-warfare, and sub-
warfare, that is, the embryonic form of
another kind of warfare.” While many
“experts” in the United States may
dispute that their country is ar war, few
lcaders in China are likely to share that

perspective.

“THE UNITED STATES IS

UNDER ATTACK”
— 2011; US HOUSE OF
REPRESENTATIVES

While some would argue that the
United States has been slow to reacr,
Chinas actions have not gone unnoticed.
On April 15, 2011, the United States
Congress House Committee on Forcign
Affairs held hearings titled Commiunise
Chinese Cyber-Attacks, Cyber-Espionage
and Theft of American Technology. ‘The
opening remarks state clearly the United
States position:

“The Chinese Communist Government
has defined us as the enemy. It is buying,
building and stealing whatever it takes to
contain and destroy us. Again, the Chinese
Government has defined us as the enemy.
Chinese cyber-attacks on US assets now
number in the thousands ever year.”

“This statement is the first public
acknowledgement that the United States
views Chinese actions as aggressive. It
is important to note that cyber warfare
has been integrated into the formal
order of battle of the conventional
military forces of the PLA. While some
may view cyber-espionage and data

theft in purely commercial terms, it is



important to understand thar Chinese
strategy considers cyber-espionage as
a critical component of their cyber
warkare serategy. As derailed in the
atoremenrtioned |1Luninf_:.\:

“The economics Hf cyber n’n'ﬁ 13 .UHJJ.’!."rt'.'
.\.'r.rfmg e 'fr:wz’qg:]' is far casier anted
cheaper than doing original research and
development, It is also a far less risky way to
spy than historic cloak and dagger economic
espiodge.”

Ihe Chinese do not simply engage in
cvber-espionage for corporate gain, rather
the Chinese government supports cyber
espionage in furtherance of national
goals.” The key point to understanding
the objective of cyber-espionage by
the People’s Republic of China (PRC),

whether companies, individuals, or

directly government, is to understand
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their National Sccurity “16 characrer
policy.” The 16 Character Policy translares
to “Grive priovity to military products.”
In short, cyber-espionage and daca chel
benehits the Chinese government first and
foremost. ™’

The PRC relendessly engages in
\_\'111.‘1'—c\piun;i;c activities against
every country in which the PRG has
an interest, Using “cyber milidas”

consisting of patriotic hackers and more

g
formal military units such as the Special
lactical Reconnaissance Units of the
PLA, the Chinese engage in ongoing
cyber-espionage with the objective

of supporting military objectives™

International companies are now subject

manner of information, whether military,

1o continuous }'!I'UI"L“- hL‘&‘l\iF]E,L any <l[lL{ a

commercial, or political. China has
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directive signed by then President

George W, Bush. While classified. the

Directive reportedly outlines, for the
first time. that the Unired States could
engage in offensive cyber operations,
As stated by a senior administration
othcial:

“What it does, really for the first time,
is it explicitly talks about how we will
use cvber-operations,” further- “Network
defense is what you're doing inside your
awn JJ('H.":H'.('_\_ | _'1',"I)(':'-r;/!('}}!rrrJJ.'_n 15 \H.r(_’f
antside that space, and recognizing that
vou could be doing that for what might
be called defensive pryposes.™

While it is important to understand
that the United States, as an open and
interconnected society, clearly has some
vulnerabilities, it also has some claws
with which to defend national interests.

Several public examples highlight

the United States” own ,1||i“l_\ o wage
cyberwar.,

\Lu:l'dir!;: to The New York Times,
tormer President Bush initiared a
Ll.lhhi“t'd [‘I'n:_:l'.]n]. Lllllli'l'lllk'lj |'l‘|
President Obama, known as “Olympic
Games™ that included sophisticated
attacks on the computer systems used
to run lranian nuclear enrichment
tacilities. The public became aware ol
the program in the summer of 2010
after a virus, known as Stuxnet, « scaped
from the facility and began infecting
systems throughout the world. Stuxner
was designed to send commands 1o
the centrifuges, which caused them 1o
spin abnormally, thereby destroying the
centrituges. According ro Kapersky Labs,
the sophistication ol the Trojan indicates
that it was built by a nation stare. The

most likelv candidares, they say, were the



| .]Ii.i'\'Ll Mates -Hli] |\I.I\'].

\frer the discovery of Stuxner came
the discovery of the Duqu virus, which
conrains ninety-five pereent ol the
same code as Stuxnet but is much more
sophisticated. Following Duqu was the
Flame virus, Called by a researcher "the
maost u|1t1|1h'-. l!in ¢ of malicious software
discovered to date, " Flame was designed
to caprure dara and also to change
computer setting and turn on integrated
mic Hi|‘!|=:l1u_'\ o [t'LHFL{ W [1.tl s lu'jng H.‘Iitl
in a room. K.lpL'rxL_\ Labs discovered the
virus, which had been lurking underecred
inside thousands of computers for
as long as hive vears. According to
Kapersky, the countries with the most
infections include Tran, followed by the
Isracl/Palestine area, Syria, and Sudan.

\ccording to Kapersky Senior Researcher
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Roel \L||nlnulllu‘r';. “The virus contains
abour 20 times as much code as Stuxnet,
which attacked an Iranian uranium
enrichment facility, causing centrifuges
o fail.™’

When considering whether cyberwar
is at hand, it is important to consider
the position of adversaries. It is casy to
fall into a state of complacency because
the actions of one’s adversaries don't look
like rraditional wartare. [ appears that
the Chinese, Russians, North Korcans,
[ranians, and others (including non-state
actors) are focused on achieving strategic
goals using non-traditional warfare. The
PRC, in particular, gives insight into
its approach to warfare in Unrestricted
Warfare. While many “experts” ignore
the significance of cyberattacks, they are

a continuing rain of blows. One cannot
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afford to discount the L.lp.il!ih[iw\ of an
enemy that does not hight conventionally
just because conventional wisdom holds
that his capabilities are “inferior.” ®
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